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ABSTRACT:
A diagnosis is made of the use that adolescents in
public schools in the municipality of Piedecuesta,
Santander, Colombia make of social networks, in
order to determine the different risks by contact,
content or commercial type that may be incurred
when interacting individual or group way in the
activities of these networks. There was a statistically
significant relationship between age, people who see
the profile, type of contact, among others
Keywords: social networks, risks, adolescents,
pedagogical strategies

RESUMEN:
Se realiza un diagnóstico del uso que los adolescentes
de los colegios públicos del municipio de Piedecuesta,
Santander, Colombia hacen de las redes sociales, para
poder determinar los diferentes riesgos por contacto,
por contenidos o de tipo comercial en los que
pudieran incurrir al interactuar de manera individual o
grupal en las actividades de estas redes. Se obtuvo
relación estadísticamente significativa entre la edad,
personas que ven el perfil, tipo de contacto, entre
otras.
Palabras clave: redes sociales, riesgos,
adolescentes, estrategias pedagógicas

1. Introduction
Today's world depends on a high percentage of technology and young people are the first to
be up-to-date with innovations even though they may not only offer advantages but also
risks. As for the use of the internet and in the specific case of social networks can become
double-edged weapons. The adolescent, because of his natural curiosity, always wants to go
beyond the limits, which can lead him to take risks such as entering unreliable or false sites
(Mató, 2015), until he suffers from externalizing mental health problems (aggressive
behavior, breaking of rules and attention problems) (Morrison and Gore, 2010), (Rodríguez
and Fernández, 2014), (Ko, Yen, Liu, Huang and Yen, 2009), even though there are
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investigations that refute this fact as the case of Rodriguez and Fernandez (2014) that in
their research on this type of problems explain that contrary to what the literature suggests,
in a research carried out there is no difference between groups of use of social networks
with respect to variables such as perceived loneliness, school social dissatisfaction,
dysphoria and self-esteem.

1.1. Risks in networks
The risks that may exist in this field have been studied and classified, according to De Moor
et al. (2008), they define three categories: The first the risks of the content, in this case the
users of a social network and especially the adolescents could find messages quite direct, as
in an update of aggressive state or a publication on the wall of someone, but can also be
indirect or more veiled as the case of joining hate groups, so it is important the critical sense
at the moment to enter these sites.
The second category includes contact risks, which are those that are rooted in the fact that
SNS (Social Network Sites) can be used to communicate and have contact with others
(Lange, 2007) these SNS together with instant messaging are the most popular means used
for cyberbullying (Livingstone, Haddon, Görzig and Olafsson, 2011), reaching the point of
sexual abuse, since adolescents are prone to be manipulated, and face privacy risks, since
they publish a lot of personal information online (Almansa, Fonseca and Castillo, 2013,
Livingstone et al., 2011). Explains Livingstone et al. (2011) that 29% of teens maintain a
public profile or do not know about their privacy settings and 28% opt for partially private
settings so that friends-friends can see their page.
A study carried out by Gutiérrez, Vega y Rendón (2012) indicated that adolescents of both
sexes provide their names (64.7% of men and 78% of women) and real ages on social
networks. 79.6% of the respondents report that they like to chat in the Chat or Messenger.
An important percentage (64.1%) has done it with unknown people. This qualitative
research indicates that such acts occur when adolescents seek popularity.
The third category of risks refers to commercial risk, which includes the commercial misuse
of personal data. The information provided to a company for a transaction can be shared
with third parties through applications and user behavior can be tracked in order to provide
targeted advertisements and social advertising (Debatin, Lovejoy, Horn and Hughes, 2009).
In many cases the credit card data is registered and can be used by other people without
authorization from the cardholder.
Even when these risks exist, some authors affirm that adolescents are beginning to be more
critical and careful in the management of networks as evidenced in the work of Soler-
Fonseca (2016) "the confidence of adolescents enrolled in social networks virtual ", in which
he concludes that adolescents in school rely fairly on the relationships generated in virtual
social networks; that is, they have provoked a critical thinking of them, which promotes
prevention and self-care in the network. Likewise, it is highlighted that the most used virtual
social network is Facebook and the most accepted virtual mobile application is WhatsApp,
which are managed in and for school socialization.
Despite the fact that on the Internet and social networks very controversial approaches have
been formulated, ranging from the association of its use with some mental health problems,
to the consideration of the network as a skills enhancer and facilitator of the promotion of
social relations and relatives Rodríguez, and Fernández. (2014). Likewise, the great utility
offered by networks in bringing people together, especially young people, as well as their
use in training, the dedication to digital technologies is transforming learning, socialization
and communication between young people who can access and use them, generating new
forms of associated expression, which entail new relational dynamics Rodríguez, and
Fernández. (2014).
Returning to the issue of network problems, another concern raised by some authors is the
use of time by young people, who dedicate a large part of the networks, a study by Sánchez
and Martin (2011) in Argentina, Colombia , Ecuador, Spain, Mexico and Venezuela, found
that between 80% and 90% of adolescents of school age make use of social networks, with



Colombian adolescents showing the highest percentage of use. According to the Ministery of
Information and Communications Tecnologies (2015), in Colombia 52% of the population
uses the Internet daily for an average of three hours, with a percentage of use by
adolescents of 98%.
But this fact is not entirely negative, there are studies that find positive effects, attributable
to the fact that adolescents can stay longer at home, which entails an increase in
communication with their parents, generating new forms of interaction (Barrera, 2012) .

1.2. The image exceeds the text
Apart from messaging and chatting on social networks, there are practices that are
becoming increasingly popular among young people, one of them being photo sharing (this
is a practice based on the production and publication of images to stimulate Sociability in
online social networks, has been driven by a series of technological and socio-cultural
changes that have occurred in parallel to the development of Internet 2.0 Basile and Linne
(2015). By observing the performance of young people on Facebook, we can see the
phenomenon that is occurring in terms of the predominance of images, the posting and
comment of personal photos occupies the central place (Mendelson et al, 2010) and
sociability through writing occupies a secondary place (Linne and Basile, 2012).
Adolescents want to appear within their world and be popular and do not measure the scope
of the images they send. Young women and children make their public profile on social
networks to be valid in the collective of all their acquaintances and strangers. In many cases
these images have a sexual rather than artistic tone and can be used by malicious people for
other purposes. As a result of the socialization of these images, victims may suffer collateral
effects such as guilt, depression, low self-esteem, difficulties concentrating, aggressive
behavior and repressed anger and distrust. Cabello and Fernández cited by Gutiérrez, Vega y
Rendón (2012). Part of these risks through contact with strangers are exposed in the work
of Gutiérrez, Vega y Rendón (2012) that reveals that Mexican girls and boys make public
truthful information of their person (around 70%) and interact with strangers on the
Internet (around 64%). These percentages seem higher than the European average with a
public profile of unrestricted access in social networks (57%) as well as the European
average that interacts with strangers (34%).
According to the previous review, it is evident that there is not enough research in Colombia
(Torres 2010) regarding the use of social networks, nor its relationship with the different
risks that these represent for current youth, for this reason, this work was proposed to a
diagnosis of the use of different social networks by adolescents in the municipality of
Piedecuesta Santander. Once these variables have been studied, it is intended to propose a
pedagogical strategy aimed at mitigating these risks associated with the networks used by
the adolescents of this municipality and thus create pedagogical indicators aimed at
obtaining the benefit of the use of these means.
These pedagogical strategies can turn into something useful the charm that adolescents feel
by the use of social media, Junco (2011) found that the use of Facebook in education has a
positive impact on the academic performance of students, idea that supports Amador and
Amador (2014), who found that students consider Facebook to be a beneficial platform for
their academic career. For López, Flores and Espinoza de los Monteros (2015), "Facebook
has educational and administrative applications that help facilitate different tasks, beyond
immediacy and ease of access"
For their part, Balula and Moreira, (2014) explain that children and young people use
networks for their daily activities, consult their states and messages several times a day,
connect from cell phones and tablets they carry with them everywhere and at school they
are more interested in these virtual spaces than in the reality they have in front of the
blackboard; students get bored easily and need a variety of stimuli; They are impatient and
expect an instant and attractive gratification, this interest should represent an advantage for
the teacher and thus make the student be motivated to be a better researcher and feel the
autonomy of their work.



This initiative can find great support in Colombia since despite the fact that the work with
ICT has been a bit weak and in some cases without clear goals or objectives, the Colombian
government, through the Ministry of Information and Communication Technology , has
proposed a strategy called "In ICT I trust", which promotes the safe and responsible use of
Internet and new technologies (MinTIC, 2015).

1.3. Internet.org
Every day the world of networks becomes more accessible, which is why Marck Zuckerberg,
creator of Facebook, as he reported in 2015, has introduced into the world of cyberspace
Internet.org, a means with which he is trying to resolve is that (Internet) is affordable and
people are aware of it. Trying to give a small package of pre-basic services will improve
people's lives. According to Zuckerberg, it means that people, having their first experience
on the Internet, begin to understand the value of the network, and then start paying to have
access to it and improve their lives. Even Internet.org launched a Colombian version of
Facebook, with typical expressions of the country, this as part of making the Internet
affordable is to make sure that the content to which people have access is relevant and that
includes the way in which it is presented. Thus, when Internet.org is launched in each
country, it is done in such a way that the language is also a very important part, this fact
shows even more the proximity of the networks to the different users.
Social networks and in general new technologies are here and will continue to occupy more
and more spaces, the most sensible to take advantage of them and include them within the
educational fact in order to combat the risks they may represent and turn them into allies of
learning.

2. Metodology
This is a non-experimental, descriptive, correlational cross-sectional investigation that used
the survey as an instrument to collect the information.

2.1. Participants
The universe under study of this research is made up of all the students of grades 8 to 11 of
the public schools of the municipality of Piedecuesta, Santander, Colombia.
Initially there were 5389 students however, after the retirement of two schools due to the
unwillingness of their directors to collaborate, the target population was formed by 4199
students.
Two-stage sampling was carried out by selecting proportionally, within the schools, the
students of the different grades. In this sense, in Fig. 1 it can be seen that the proportion of
people in 8th grade is higher than in the consecutive years, in the sample, in the population,
however, for the other grades is not much difference.

Figure 1
Sample



Source: research results

The sample consisted of 614 students, which corresponds to 14.62% of the target
population and 11.4% of the universe under study.

2.2. Instrument
A survey of 38 questions adapted from the instrument applied by Sánchez and Martin
(2011) and validated by a group of expert researchers from different universities in the
region was applied.
The first part of the instrument refers to sociodemographic data, and then inquires about the
use of electronic devices and access to the internet. Section three describes the habits of
Internet connection, knowledge about social networks and information registered in them,
among others. The fourth part explores the perception that adolescents have about
commercial, contact and content risks.

2.3. Analysis
To organize the information of the student surveys, the database was constructed and the
information was processed through the statistical package IBM-SPSS version 25.
First, a descriptive study of the sample was carried out in terms of demographic data,
possession of communication devices, social networks. Then, from the non-parametric chi-
square statistic, tests were carried out that allowed to know the relationship between the
demographic variables and those associated with the different types of risks.

3. Results
The sample under study is characterized by being female (51%), strata 2 and 3 (84.2%)
with an average age of 15 years and standard deviation of ± 1.3.
With regard to the possession of electronic devices, it can be seen that mobile is the most
common among adolescents, as shown in Fig. 2, and only 18.2% have a data plan for their
use. In this sense, it is observed in Fig. 3 that the majority connects from the school. On the
other hand, it should be noted that 40.6% know internet.org

Figure 2
Possession of mobile devices



Source: research results
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Figure 3
Connection place

Source: research results

It was obtained that of 85% of the users that connect to the internet from the home, 38.9%
do so from their bedroom and 53.8% from the living room.

3.1. Social networks
The study highlights the great influence of friendships in the knowledge of virtual
communities with 52.6%, followed by that of their families with 25.4%, the remaining 22%
is distributed among: by chance (10.6% ), by advertising (9.3%), does not know 2% and



does not respond 0.2%.
The use of Facebook is the most common among students of public schools in Piedecuesta,
followed very close to Instagram as shown in Fig. 4. However, only 36.2% of students state
that they always verify the veracity of the information that is published in the social network
using other means or sources of consultation.

Figure 4
Preferred social networks

Source: research results

The majority of the students were characterized by connecting to the internet between half
an hour and two hours as shown in Fig. 5.

Figure 5 
Internet connection time



Source: research results

3.2. Content Risk
As shown in Fig. 6, of the adolescents who perform some action with respect to the
publications in the social networks to which they have access, they stated in 80.2% that
they always verify that what is published is true, however, almost 20% do not believe in that
published information.

Figure 6 
Life without social 
networks is boring

Source: research results

-----



Figure 7 
Action taken with respect to the 
publication on social networks

Source: research results

It should be noted that when crossing between the fact that the student feels that life
without social networks is boring and the sociodemographic variables, statistical significance
was obtained with the degree being studied (p-value = 0.015) and the socioeconomic
stratum ( p-value = 0.003).
Regarding the actions they have carried out in a social network, 75% of the adolescents
from the state of Puebla said they did not take any action, however, of the remaining 25%,
30.9% took negative actions towards another person, 23.7% has made rude, abusive or
malicious comments on the profile of a third party and 23% publishes photos / videos
without authorization (Fig. 8).

Figure 8
Actions in the network



Source: research results

On seeing the dependence between these variables and the sociodemographic ones, a
statistically significant relationship was obtained with gender (p-value = 0.037) and with the
social stratum (p-value = 0.008)

3.3. Contact Risk
In this section are presented those variables that can lead to contact risk of adolescents as
they are: who can see their profile, the times they have established friendship or another
relationship with strangers on the Internet, the times they have personally met with some
unknown person who has known or established contact on the Internet, the degree of
preference to share with friends in a personal and / or virtual way, types of contact he has
on social networks.
It was obtained in the study that the students of the public schools of Piedecuesta 56.7%
have their profile open only for friends, 25.6% state that anyone can see it, 6% friends of
friends and 11 , 7% do not know.
It should be noted, as shown in Fig. 9, that more than 50% of students have become friends
or other relationships with strangers and that 31.1% have personally met with this type of
person.

Figure 9
Frequency of friendship 

and contact with strangers



Source: research results

Another interesting fact that the collection of information throws is that students in 48.2%
say that they prefer to spend more time with friends in a personal way than through social
networks however; more than half prefer to do it at least sporadically through digital
channels.
The most frequent contacts among the students are their relatives (parents or not) and their
friends (33.7%), but a high percentage only has friends in social networks as shown in Fig.
10

Figure 10
Contacts in social networks



Source: research results

When cross-referencing these variables with the demographics, a statistically significant
relationship was obtained from the chi-square test between:
- The school where he studies with the type of contact they have in social networks (p-value
= 0.025);
- The school where you study with people who can review the profile (p-value = 0.05);
- Degree that the student studies with the people who can see the profile (p-value = 0.001).
- Degree that attends the times you have established friendship or another type of
relationship with strangers (p-value = 0.05)
- Degree that goes with spending more time with friends online than in person (p-value =
0.001)
- Degree that deals with the type of contact they have in social networks (p-value = 0.033)
- Age with people who can see the profile (p-value = 0.05)
- Age with the number of times you have established friendship or another type of
relationship with strangers (p-value = 0.05)
- Age with spending more time with friends over the internet than personally (p-value =
0.001)
- Age with the type of contact they have in social networks (p-value = 0.008)

3.4. Commercial risk
Regarding the commercial risks, it was obtained that the students put in their profile
demographic information with photos in 63.1%, and without the photos the remaining
36.9%
This variable had a statistically significant relationship with the student's age and grade (p-
value = 0.05)



4. Conclusions
As observed in the results of the research in the participating population, the majority of
users of social networks are female with an average age of 15 years, who make up a
population with a high degree of vulnerability to the different risks of the networks. The
most used device is the mobile phone or Smartphone, followed by the tablets, the phablets
and finally the PDAs. Thus, the risks are accentuated since devices with as easy portability
as telephones can accompany adolescents almost anywhere and in some cases they can use
them without supervision of parents or teachers, which constitutes a content risk.
Regarding the place of connection, the majority do so from home, which can have its
advantages when the teenager stays longer in his home with their family, although this does
not exclude the isolation of being more concentrated in the networks or in the cyberspace
than in personal relationships with their relatives. The surveys also revealed that the people
with whom they communicate most through the networks are their friends, followed by
relatives and casual relationships that in many cases are with strangers which constitute a
serious danger of contact. The most used social network is Facebook, and then this
Instagram accompanied in both cases the danger that only 36.2% verify with whom he/she
communicates. In relation to the time spent by these connected teenagers, it could be
verified that it is only from half an hour to two hours, which could be taken as a moderate
period of time.
When asked about actions in the networks, the results showed that 75% do nothing only
reviews, and 25% sends messages to other people or groups, others publish photos or
videos without authorization, request photos to other people even unknown and in some
cases come to incite and invite to participate in hate groups.
In the aspect related to the profile of these young people a high percentage has its profile
open only to friends, while more than 30% have it accessible to all even strangers which can
constitute a high risk of contact with the possibility of reaching to get involved in highly
dangerous relationships.
Finally, many of these users present demographic data even with a photo that may be
available to anyone who could abuse them fraudulently, this fact becoming a commercial risk
since unscrupulous people can observe the economic level of these young people and try to
obtain from them or their relatives money in different ways.
A large number of teenagers, users of Facebook, Instagram, WhatsApp, and other networks
distrust the people with whom they interact, but do not suspect the Network itself, which
can be a risk with malware (viruses that capture information) , which can compromise
personal information, location, confidentiality of conversations and even the identity of their
contacts.
More training is required regarding the correct use of ICTs, which motivates significant and
real changes in teaching and family practices, so that they understand and contribute to the
integral education of young people and so that they can assume the positive aspects of
these tools, for the sake of improvement both pedagogical and social. Soler-Fonseca (2016).
The educational centers and the family have not taken clear positions on the use of networks
and their interference in daily life or in education; which can be taken as confident attitudes,
by accepting in a broad and open way the participation of young people in these, with a total
disinformation before the risks that run the users of the networks.
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